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Jawaharlal Nehru University 

 
Special Centre for National Security Studies 
 

COURSE TITLE: EMERGING TECHNOLOGIES AND NATIONAL SECURITY 

 
Course Number: SN-705 
Course Teacher: Dr. Gaurav Tyagi 
Contact Details: Room No. 16, JNIAS Ext., Email: gauravtyagi@mail.jnu.ac.in 
Course Credit: 03 
Duration: One semester 
Instruction Method: Lectures, tutorials and seminars 
Evaluation Method:  Sessional work and semester examination 
Contact Hours: One hour after the class & by appointment 

         
Objective 
Technology is a major determinant in inter-state relations since it affects the power 
dynamics. Owing to how technological advancements have led nations to wage and 
win wars, this is one dimension that cannot be overlooked in a study on national 
security. This is truer than ever in these times since the rate of change of technology 
has accelerated like never before. 
 
India has a complex neighbourhood with multiple security challenges. Growing techno 
capabilities of the adversaries have to be monitored, understood and countered 
primarily through India’s own technological advancements. This course is designed to 
apprise the students of new scientific developments in military technologies, emerging 
technologies and their impact on national security. 
 
Course Outline 

 Introduction to Science & Technology and National Security 
Relationship between Science and Technology and National Security; Concept 
and Definition of Critical Technology, Foundational Technology, Emerging 
Technology, New Technology etc  
 

 Weapons of Mass Destruction  
Chemical, Nuclear, Biological and Radiological weapons 
 

 Information and Communication Technology (ICT) 
Information Warfare: The game of narratives; Rise and use of social media – 
information explosion and its implications 
 

 Cyber Technology and Modern Warfare  
Cyber-attacks & data breaches; Cyber hacking & exploitation; State sponsored 
malware & cyber weapons; Phishing & social engineering; Hardware security & 
supply chain infections; Steganography, Hidden communication & covert 
channels; Information leakage using mobile apps & services; Securing air-
gapped networks; Advanced cryptography & post-quantum security 
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 Space Security 
Weaponization and Militarization of Space; Military aircrafts & guided missiles; 
Satellite & anti-satellite technology; Space weapons; Space cyber security 
 

 Emerging Strategic Technologies  
Artificial Intelligence; Quantum Computing; Blockchain Technology; Additive 
manufacturing; Internet of Things; Nanotechnology; Synthetic biology; Genetic 
Engineering; Agro terrorism; Industry 4.0; Neuroscience and 
Neurotechnology; Directed Energy Weapons; Unmanned Aerial Vehicles; 
Autonomous Weapons & Decision Support Systems; Blue Ocean Technology; 
Rare Earth Elements; Hypersonic; Green Technology; Wearable Technologies, 
Wireless, cellular & mobile technologies; SDN, 5G/6G networks etc 
 

 Technology, Security and Global Politics 
Science diplomacy and National Security; Technology Denial and National 
Security 
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 A J Echevarria II, “Imagining Future Wars”, Pentagon Press, 2007. 
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 A Grubler, “Technology and Global Change”, Cambridge, 1998. 

 S Chaturvedi, “Towards health diplomacy: emerging trends in India’s South-
South health cooperation” Routledge Contemporary South Asia Series, 
Routledge, 2016. 

 
Weapon of Mass Destruction 

 J Cirincione, J B Wolfsthal, and M Rajkumar, “Deadly Arsenals: Nuclear, 
Biological, and Chemical Threats”, Carnegie Endowment, Second Edition, 
2005. 

 M R Dando, “Bioterror and Biowarfare: A Beginner's Guide”, Oneworld 
Publications, 2006. 

 M R Dando, “Neuroscience and the Future of Chemical-Biological Weapons”, 
Palgrave Macmillan, 2015. 

 W S Carus, “Defining Weapons of Mass Destruction”, National Defence 
University Press, 2012. 

 William Fowler, J Norris, “Nuclear, Biological & Chemical Warfare on the 
Modern Battlefield”, Brassey's Ltd, 1997. 

 A Richardt, B Hülseweh, B Niemeyer, F Sabath, “CBRN Protection: Managing 
the Threat of Chemical, Biological, Radioactive and Nuclear Weapons” , Wiley, 
2012. 

 J Hoddeson, P W Henriksen, R A Meade, and C Westfall, “Critical Assembly: A 
Technical History of Los Alamos during the Oppenheimer Years”, Cambridge 
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 J B Tucker, “War of Nerves: Chemical Warfare from World War I to Al-
Qaeda”, Pantheon Books, 2006. 
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 H Ledford, “CRISPR, The Disruptor,” Nature, 522, pp. 20–24, 2015. 

 J Guillemin, “Introduction” and “Biological Agents and Disease 
Transmission,” in Biological Weapons: From the Invention of State-
Sponsored Programs to Contemporary Bioterrorism, pp 1-36, Columbia 
University Press, 2006. 

 Col Guo Ji-Wei, “Ultramicro, Nonlethal, and Reversible Looking Ahead to 
Military Biotechnology”, Military Review, US Department of Defense, 2005. 

 
Information and Communication Technology  

 R C Molander, A Riddile, P A Wilson “Information Warfare, A New Face of 
War”, RAND, 1996. 

 L V Mishra, “Understanding Information Warfare: All You Need to Know”, 
Alpha Edition, 2017. 

 PW Singer, E T Brooking, “LikeWar: The Weaponization of Social Media”, 
Houghton Mifflin Harcourt, 2018. 

 C Whyte, A T Thrall, B M Mazanec, “Information Warfare in the Age of Cyber 
Conflict”, Routledge, 2020. 

 E Waltz. “Information Warfare Principles and Operations”, Artech House 
Publishers, 1998. 

 J Ridolfo (Editor), W Hart-Davidson, “Rhet Ops: Rhetoric and Information 
Warfare”, University of Pittsburgh Press, 2019. 

 
Cyber technologies for offensive and defensive 

 J R Lindsay, “Information Technology and Military Power”, Strategic, 2020. 

 R A Clarke, “The Fifth Domain: Defending Our Country, Our Companies, and 
Ourselves in the Age of Cyber Threats”, Penguin Press, 2019.  

  J Carr, “Inside Cyber Warfare: Mapping the Cyber Underworld”, O′Reilly, 
2012. 

 B Buchanan, “The Hacker and the State: Cyber Attacks and the New Normal 
of Geopolitics”, Harvard University Press, 2020.  

 S Singh, “The Code Book: The Science of Secrecy from Ancient Egypt to 
Quantum Cryptography”, Anchor, 1999. 

 J Erickson, “Hacking: The Art of Exploitation”, No Starch Press, 2008. 

 A Honig and M Sikorski, “Practical Malware Analysis: The Hands–On Guide 
to Dissecting Malicious Software”, No Starch Press, 2012.  

 M Sikorski & A Honig, “Applied Cryptography: Protocols, Algorithms, and 
Source Code in C”, Wiley, 1995. 

 D R Stinson, “Cryptography: Theory and Practice”, Chapman and Hall/CRC, 
1995. 

 C Samuel & M Sharma, “India’s strategic options in a changing cyberspace”, 
Pentagon Press, 2019. 

 D Kushner, "The Real Story of Stuxnet," IEEE Spectrum 53, No. 3, 48, 2013. 

 B Kesler, "The Vulnerability of Nuclear Facilities to Cyber Attack," Strategic 
Insights, 2011. 

 M Sharma, “Securing Critical Information Infrastructure: Global Perspectives 
and Practices”, Monograph, Institute for Defence Studies and Analyses 2019. 

 K Zetter “Countdown to Zero Day: Stuxnet and the Launch of the World's First 
Digital Weapon”, Crown, 2014. 
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 B A Pathak, “India's Strategies for Information War & Cyber Deterrence”, 
Vitasta Publishing, 2020. 

 Col R K Tyagi, “Understanding Cyber Warfare and its Implications for Indian 
Armed Forces”, Vij books, 2013. 

 5G: The Catalyst to Digital Revolution in India. Deloitte Report.  

 C Samuel & M Sharma, “Kudankulam: One Incident, Many Facets”, Issuebrief, 
Institute for Defence Studies and Analyses, 2019. 

 Col D Sharma, “China’s Cyber Warfare Capability and India’s Concerns”, Vol 
5. No 2, April Journal of Defence Studies, 2011. 

 A Chhibar, “Navigating the Indian Cyberspace Maze: Guide for 
Policymakers”, Institute for Defence Studies and Analyses, 2020. 

 
Space Security 

 KU Schrogl, PL Hays, J Robinson, D Moura & C Giannopapa, “Handbook of 
Space Security”, Springer International, 2019. 

 B Gopalaswamy, “Final Frontier: India and Space Security”, Westlands, 2019. 

 J Price & J Forest, “Practical Aviation Security”, Elsevier, 2008. 

 Air marshal A Chopra, “China, the rising aerospace power: implications for 
India”, Jaypee Brothers Medical Publishers, 2020. 

 M Kirsten, “The Aerospace Supply Chain and Cyber Security - Challenges 
Ahead”, SAE International, 2018. 

 A Sharma & D Sharma, “Space Capability and India’s Defence Communications 
Up to 2022 and Beyond”, Occassional Paper No. 15, Institute for Defence 
Studies and Analyses, 2010. 

 Deepak Sharma, “Threats to Space Assets and India's Options”, Occasional 
Paper No. 22, Institute for Defence Studies and Analyses, 2011. 

 C Samuel, M Sharma. “India’s Strategic Options in a Changing Cyberspace”, 
Penatgon Press, 2018.  

 M J Borowitz, L Rubin & B Stewart “National Security Implications of 
Emerging Satellite Technologies”, Orbis, FPRI, 2020. 

 P Bhalla, “Space Security: Emerging Technologies and Trends”, KW 
Publishers, 2017. 

 National Academies of Sciences, Engineering, and Medicine 2016. National 
Security Space Defense and Protection: Public Report. Washington, DC: The 
National Academies Press.  

 KL Pollpeter, MS Chase & E Heginbotham, “The Creation of the PLA Strategic 
Support Force and Its Implications for Chinese Military Space Operations”, 
RAND Corporation, 2017.  

 “Challenges to Security in Space”, Defense Intelligence Agency (DIA), 2019. 

 Col S Kumar, “India China Space Capabilities: A Comparison” USI, 2017. 

 C Steer, “Why Outer Space Matters for National and International Security”, 
ANU College of Law Research Paper No. 20.25, 2020. 
https://ssrn.com/abstract=3604805 

 K Aburaki & N Ahrens, “China's Competitiveness: Myths, Realities, and 
Lessons for the United States and Japan”, Centre for Strategic and 
International Studies, 2013. 

 A Lele, “Asian Space Race: Rhetoric or Reality?”, Springer India, 2013. 
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Emerging strategic technologies  

 T M Mitchell, “Machine Learning”, McGraw Hill, 1997. 

 K D Bosschere, EH D'Hollander, GR Joubert, D Padua, F Peters, “Applications, 
Tools and Techniques on the Road to Exascale Computing”, IOS Press, 2012. 

 J D Hidary, “Quantum Computing: An Applied Approach” Springer, 2019. 

 A Osseiran, J F Monserrat, P Marsch, “5G Mobile and Wireless Communication 
Technology” Cambridge University Press, 2016. 

 D Tapscott and A Tapscott, “Blockchain Revolution” Penguin Random House, 
2018. 

 S Mitra, “Genetic Engineering.” McGraw Hill Education, 2015. 

 S Greengard, “The Internet of Things” MIT Press Essentials, 2015. 

 PRISM Volume 8 Number 3, 2019, The Journal of complex operations 
https://ndupress.ndu.edu/Portals/68/Documents/prism/prism_8-
3/prism_8-3.pdf 

 H Ledford, “CRISPR, The Disruptor,” Nature, 2015.  

 “Peril and Promise: Emerging Technologies and WMD”, Center for the Study 
of Weapons of Mass Destruction, National Defense University, 2016. 

 A Lele, “Disruptive technologies for the militaries and security”, Springer 2020 

 A lele, “Strategic Technologies for the Military”, Sage Publication 2009. 

 “New Directions: The Ethics of Synthetic Biology and Emerging 
Technologies”, Presidential Commission for the Study of Bioethical Issues, 
December 2010. 

 A Chibbar, “Navigating the Indian Cyberspace Maze: Guide for Policymakers” 
KW Publishers, 2020. 

 D Hoadley & JN Lucas, “Artificial Intelligence and national security” 
Congressional Research Service, 2018. 

 EB Kania, “Chinese Military Innovation in the AI Revolution”, National AI 
Strategies, 2020. 

 EB Kania, “China Threatens U.S. Primacy in Artificial Intelligence”, National 
Defense Magazine, 2020. 

 R Steff, J Burton & S Soare, “Emerging Technologies and International 
Security: Machines, the State, and War”, Routledge, 2020. 

 V Boulanin & M Verbruggen, “Mapping the Development of Autonomy in 
Weapon Systems”, SIPRI, 2017. 

 S Chandrashekar & L Sundaresan, “India's Rare Earths Industry: A Case of 
Missed Opportunities.” Economic and Political Weekly, 2016 

 M Brisse et al, “Emerging Concepts and Technologies in Vaccine Development” 
Frontiers in Immunology, 2020. 

 B Akhgar, “Application of Big Data for National Security”. Elsevier, 2015 

 Al Gilchrist, “Industry 4.0: The Industrial Internet of Things”. Apress 2017 

 F Sargent, “Nanotechnology as a National Security Issue” Nova Science 
Publishers Inc, 2009. 

 J P Yaccoub, “Security analysis of drones systems: Attacks, limitations, and 
recommendations”, Internet of Things, 2020. doi: 10.1016/j.iot.2020.100218  

 A Valavanis, P Kimon, “Advances in Unmanned Aerial Vehicles”, Springer 
2007. 

 M N Tennison & J D Moreno, “Neuroscience, Ethics, and National Security: 
The State of the Art”,Plos Biology, 2012. 
https://doi.org/10.1371/journal.pbio.1001289 
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 N G Evans, “The Ethics of Neuroscience and National Security”, Routledge, 
2020. 

 
Technology, Security and Global Politics 

 M Lacy, “Security, Technology and Global Politics”, Routledge, 2014.  

 M Maximilian et al., “The Global Politics of Science and Technology”, Springer, 
2014.  

 J Spear and P D Williams, “Security and development in global politics: A 
Critical Comparison”, Georgetown University Press, 2012.  

 W J Drake and E J Wilson, “Information Revolution and Global Politics”, MIT 
Press, 2014. 

 VT Tsakanyan “The role of cybersecurity in world politics”, Peace and Security, 
2017. 

 A Mallik, “Technology and Security in the 21st Century: A Demand-side 
Perspective” Oxford University Press, 2004. 

 A Malik, “Role of Technology in International Affairs”, Pentagon Press, 2016. 

 T Ray, A Deo, “Priorities for a Technology Foreign Policy for India”, ORF Issue 
Brief No. 403, September, Observer Research Foundation, 2020. 
 


